All an identity thief needs is a combination

of your Social Security number, birth date,
address, and phone number. This makes it
possible to create fake driver’s license and
then pose as you in order to apply for cred-
it. The identity thief might put in a change
of address with the credit card company

so you will not know that someone else is
running up charges. Once an identity thief
opens one account, opening a second and

third is easier.

Identity thieves can get information about
you from doctors, lawyers, school, health
insurance carriers, and other places. They
pick up your discarded personal informa-
tion, such as utility bills, credit card slips,
and bank statements. They may hack into
your computer and steal your social secu-
rity or account numbers and credit card
information. They may send you an email
message asking you to update your account
information and link you to a bogus website

so they can steal your personal information.

HOW IDENTITY THEFT OCCURS
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WHAT TO DO

IF YOU ARE A VICTIM

Contact the fraud
department

of the three major credit bureaus to
place a fraud alert on your credit file. The
fraud alert requests creditors to contact
you before opening any new accounts

or making any changes to your existing
account.

Close the accounts

that you know or believe have been
tampered with or opened fraudulently.
Use the ID Theft Affidavit (available at the
FTC website and accepted by the three
major credit bureaus) when disputing new
unauthorized accounts.

File a police
report.

Get a copy of the report to submit to your
creditors and others who may require
proof of the crime.

File your
complaint with the
FTC

at www.consumer.gov/idtheft. The FTC
maintains a database of identity theft
cases used by law enforcement agencies
for investigation. Filing a complaint

also helps the agency learn more about

IDENTITY THEFT

|dentity theft is the
fastest growing crime
in America, affecting
millions of new victims
each year.

Identity theft is taking a victim'’s
identity to obtain credit and cred-
it cards from banks and retailers,
steal money from a victim's ex-
isting accounts, apply for loans,
establishing accounts with utility
companies, rent an apartment, file
for bankruptcy, or obtain a job us-
ing the victims names. Thousands
of dollars can be stolen without the
victim knowing about it for months
or even years.
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HOW TO PREVENT

IDENTITY
THEFT

DO NOT GIVE OUT PERSONAL
INFORMATION over the phone,
through the mail, or over the Internet
unless you have initiated the contact
or know with whom you’re dealing.
SHRED ALL DOCUMENTS including
pre-approved credit applications,
insurance forms, bank checks and
statement you are discarding, and
other financial information.

PROTECT YOUR COMPUTER

FROM INTERNET INTRUDERS - use
“firewalls” also use antivirus software
and keep it up-to-date.

CREATE HARD TO GUESS
PASSWORDS that cannot be found in
any dictionary. Select passwords with
at least 8 characters and that include
a mix of numbers and both uppercase
and lowercase letters.

PAY ATTENTION TO YOUR BILLING
CYCLES. Follow up with creditors if
bills don't arrive on time and missing
credit card bill could mean an identity
thief has taken over your credit
account and change your address.
CANCEL ALL CREDIT CARDS you
have not used in the last 6 months.
ORDER YOUR CREDIT REPORT

at least twice a year from the three
major credit bureaus: Equifax (www.
equifax.com), TransUnion( www.transunion.
com), and Experian(www.experian.com).
The Fair Credit Reporting Act allows
you to get one free credit report
from each of the three major credit
bureaus once per year. Visit www.
annualcreditreport.com.

CORRECT ALL MISTAKES on your
credit report in writing. Send a

letter to the credit reporting agency
identifing the problems item-by-item.
Include a copy of the credit report,

and send a letter return receipt

requested.




